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- The MAILING DATE of this communication appears on the cover sheet with the correspondence address 
Period for Reply 



A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTH(S) OR THIRTY (30) DAYS, 

WHICHEVER IS LONGER, FROM THE MAILING DATE OF THIS COMMUNICATION. 

■ Extensions of time may be available under the provisions of 37 CFR 1.136(a). In no event, however, may a repty be timely filed 
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2a)n This action is FINAL. 2b)l3 This action is non-final. 
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closed in accordance with the practice under Ex parte Quayle, 1935 CD. 11, 453 O.G. 213. 
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Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1 .85(a). 

Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d). 
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DETAILED ACTION 



Claims 1-10 have been examined. 

Information Disclosure Statement PTO-1449 

1. The Information Disclosure Statements submitted by applicant on 8/29/2006 and 
10/31/2003 have been considered. Please see attached PTO-1449. 



Claim Rejections - 35 USC §112 

2. The following is a quotation of the second paragraph of 35 U.S.C. 112: 

The specification shall conclude with one or more claims particularly pointing out and distinctly 
claiming the subject matter which the applicant regards as his invention. 

3. Claim 4 is rejected under 35 U.S.C. 112, second paragraph, as being indefinite 
for failing to particularly point out and distinctly claim the subject matter which applicant 
regards as the invention. Claim 4 includes the phrase "freely determined filtering". This 
term is also used in the specifications, but is not defined. 

4. Claim 8 recites the limitation "the filtering service". There is insufficient 
antecedent basis for this limitation in the claim. 



Claim Rejections - 35 USC § 102 
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5. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(b) the invention was patented or described in a printed publication in this or a foreign country or in public 
use or on sale in this country, more than one year prior to the date of application for patent in the United 
States. 

6. Claims 1-10 are rejected under 35 U.S.C. 102(b) as being anticipated by Arrow 
et al. (US Patent No. 6'154'839. dated Nov. 28, 2000). 

6.1. As per claim 1, Arrow is directed to a packet filtering method characterized by 
storing filtering information for use in filtering at a receiving side in a packet to be sent to 
the receiving side and sending it from a sending side (col. 6 lines 46-60 shows the 
encryption and authentication information is added to a packet at sending side, and 
verified at the receiving side). 

6.2. As per claim 2, Arrow is directed to a packet filtering method characterized by 
receiving a packet from a sending side, detecting filtering information stored in that 
packet, and using it for filtering at a receiving side (see response to claim 1). 

6.3. As per claim 3, Arrow is directed to a communication equipment at a packet 
sending side including a function unit for achieving a packet filtering; said 
communication equipment characterized by having at least: a setting unit for setting 
freely determined filtering information, a filter key holding unit for holding the filtering 
information input by the setting unit as a filter key, and a filter key storing function unit 
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for receiving as input the held filter key and storing the filter key in a header portion of a 
packet (see response to claims 1. The functionality and hardware required to hold the 
filter keys and storing them is inherent to Arrow's system). 

6.4. As per claim 4, Arrow is directed to a communication equipment of a packet 
receiving side including a function unit for packet filtering, said communication 
equipment characterized by being provided with: a filter key detecting unit for receiving 
a packet sent from a sending side while storing freely determined filtering information as 
a filter key in a header portion of the packet and detecting the filter key from the header 
portion and a comparing function unit for comparing a filter key of a sending side 
detected by the filter key detecting unit with a filter key of the receiving side held in 
advance, determining if the two do not match, and, when they do not match, discarding 
the received packet (see response to claim 3). 

6.5. As per claim 5, Arrow is directed to a communication equipment as set forth in 
claim 4, characterized in that: the equipment is provided with a buffer for temporarily 
storing a received packet passing through the filter key detecting unit and in that the 
comparing function unit is comprised of: a filter key table holding a predetermined 
plurality of different filter keys (col. 7, lines 40-55), a search unit for searching if there is 
a filter key matching with a filter key detected by the filter key detecting unit 

in the filter key table and when there is none, outputting a discard command. 
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and a buffer control unit for receiving the discard command and controlling the system 
so as to discard the packet stored in the buffer (see response to claim 3). 

6.6. As per claim 6, Arrow is directed to an authentication apparatus having: a filtering 
authentication function unit for receiving user authentication information input from a 
user receiving a filtering service and authenticating the user (col. 7 lines 30-40) and a 
filter key providing function unit for assigning and distributing a filter key as filtering 
information corresponding to the user authentication information to the user after the 
authentication at the filtering authentication function unit (Arrow's claim 4). 

6.7. Limitations of claims 7-10 are substantially the same as limitations of claims 1-6 
above. Note that per col. 12 lines 20-35. the user is authenticated in advance and have 
received proper authentication information to include in the packet user ID field. This 
authentication information is used by the firewall to authenticate user's packet. 

Conclusion 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Farid Homayounmehr whose telephone number is 571 
272 3739. The examiner can normally be reached on 9 hrs Mon-Fri, off Monday 
biweekly. 
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If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Gilbert© Barron can be reached on (571) 272-3799. The fax phone number 
for the organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published 
applications may be obtained from either Private PAIR or Public PAIR. Status 
information for unpublished applications is available through Private PAIR only. For 
more infomriation about the PAIR system, see http://pair-direct.uspto.gov. Should you 
have questions on access to the Private PAIR system, contact the Electronic Business 
Center (EBC) at 866-217-9197 (toll-free). 
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